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Course Description

An architect and a Public Safety Consultant will discuss Case studies in
technology, audio visual and building systems survivability in response
to natural and manmade threats. Mission critical facility architectural
design has unique complexities that arise with each building project.
The focus of every project is to optimize the functional use of the space
for operational integrity.

The session will highlight facilities around the country that responded in
unique ways to unigue situations. These will include hurricane,
projects, tornado projects, seismic projects, snowbound projects and
torrential rain projects.... as well as those designed for chemical
weapons stockpiles, military installations and urban scale protection.



Learning Objectives

1. Participants will gain a better understanding of the applicable
codes and best practices related to essential facilities.

2. Understanding of the master planning, pre-design and design
methods that public safety subject matter experts and
Architects utilize.

3. Participants will better understand the aspects of safety and
security elements required for these specialized facilities.

4. Understanding of how the highly specialized technology
requirements impact space programming, building systems,
and design.
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EMERGENCY OPERATIONS AND
EMERGENCY COMMUNICATION CENTERS
DEFINED

DESIGN GUIDELINES AND CRITERIA
EXAMPLE PROJECTS



EOC & ECC DEFINED




EMERGENCY OPERATION CENTER

1. Municipal, County, State or Federal Facility developed to
support activation issues related to that locale

2. Characterized by size of the locale, the quantity of agencies
related to any specific incident. Facility is then sized to
accommodate those agencies.

3. Organized in various formats based upon the command
structure inherent to that locale

4. Supported by high level audio visual structure and mid-level
communication structure.



EMERGENCY COMMUNICATION CENTER

. Depending on the specific type of communication, can be
called; PSAP (Public Safety Answering Point), Prime PSAP,
Secondary PSAE, ECC or other moniker based on the
agency it specifically supports

. Municipal, County, State or Federal Facility developed to
support 24/7 Emergency Communications required by that
locale

. Characterized by size of the population, the call volume, the
guantity of agencies related to typical emergency
communications in that locale. Facility is then sized to
accommodate those agencies based on call volume.

. Organized in various formats based upon the command
structure inherent to that locale

. Supported by high level audio communication structure and
mid to high-level communication structure.



EOC/ECC OVERVIEW

Emergency Operations

Emergency Centers

Communication Centers



EOC/ECC CONTINUING TRENDS



EOC/ECC EMERGING TRENDS



DESIGN TEAM SPECIALISTS






Hardened Facility

A Hardened Facility is a secure operational space designed to protect its
occupants, contents, and functional status from the worst of both natural and
man-made threats and disasters.

SCHRADERGROUP architecture LLC



NFPA 1221: Standard for the Installation, Maintenance, and Use of Emergency
Services Communications Systems

Critical Facility Guidelines

Standard for the design and construction of storm shelters

Various facility guidelines

72-hour, location, weather etc.



FEMA regional 4 Recovery Advisories
FEMA CGC 1 and 2

Threat and Security Recommendations

Uniform Facilities Criteria (UFC)



International Building Code (IBC)

Hardened Facilities shall be designed and constructed in accordance
with the International Code Council’'s Standard 500 (ICC 500),
and designated for use during tornado or hurricane events.



Other Provisions of ICC 500

BUILDING SITING
FLOOD CRITERIA
MEANS OF EGRESS
ACCESSIBILITY
DEBRIS HAZARD
OCCUPANCY
SURVIVABILITY
FIRE SAFETY
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Survivability (160 MPH Wind)
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Survivabllity (250 MPH Wind)
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MRS YUIuunwr
Tangible Assets
Intangible Assets

Threat Determination
Natural
Man-made

Vulnerability/Impact Assessment

People, Building, Equipment
Process, Reputation

Tornado, Hurricane, Earthquake, Flood
Explosive, Chemical, Arson, Cyber, Forced Entry






Montgomery County, MD
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DESIGN




DESIGN



aller Spaces

Non-parallel walls

Floating Celling
Acoustic Panels
Carpeting

- Quiet, but minor




Architectural

Considerations
Antennae locations
and connections

Detailed Security
requirements &
component integration

Parking

Adeguate area &
Infrastructure for
systems

Integral central
vacuum systems

Appropriate,
comprehensive
grounding system(s)

Layout & Detailing
addressing expansio
 needs




Systems Design

Redundancy

2 separate power grids
2 separate telephone CO’s

Generator Power

Critical Power Systems

- Generator & UPS power
- Stand-by lighting

Critical Mechanical

Systems




equipment rooms

Double interlock Qreaeﬁon
systems or other

S Security w
pathways

Full coordination and
integration of all
mechanical/plumbing within
the building




Redundant Air Un
Center

Air Units for

Critical Building Systems




Design ‘ssmﬂ

Electrical

el Considerations

Distribution

Backup Power

— Three Levels
e Normal

» Generator

« UPS & Generator
Grounding
Redundancy
Building Surge Suppression




Designm”
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Data Center
Distribution
Electrical
Considerations

Equipment Power
Requirements

Three Phase Power

Overhead Bus Bar Power
Distribution

Balanced Power

~Single or Multiple UPS's




Design 1o0ee Dispatch Center

ol Distribution
Electrical
Considerations

Equipment Power
Requirements

Multiple Circuits Per
Position

House Power vs.
UPS/Generator Power
Individual UPS'’s vs.

) & = ,S




Building
Grounding
Electrical
Considerations

Single Point Ground
System

Use of Main and Sub Bus
Bars

Wiring Size Requirements
Lightening Protection
Building Ground Ring
Structural Grounding

Not Typical Building
Grounding Systems




Data Center
Grounding
Electrical

Considerations

Sub Bus Bar'’s
Raised Floor Pedestal

Grounding

ESD Flooring

Data Rack Grounding
Equipment Grounding

Ancillary Equipment
Grounding




Dispatch Center
Grounding
Electrical

Considerations

Sub Bus Bar's
Raised Floor Pedestal

Grounding
ESD Flooring
Equipment Grounding

Ancillary Equipment
Grounding

Doors/Furniture/Drop
Ceiling Grounding




Security
Considerations

Who is doing the viewing?
(central monitoring or
supervisors/ watch
commanders)

PTZ cameras eftc.

Security of wireless WANS?

What are other agencies
using?

Digital vs. Analog
Information Systems

Conduit requirements




Design lssues Telecommunicatio
. ns

Define systems being
retained vs. replaced

Design Inside Plant
Infrastructure

Diverse Paths and
Redundancies

Connectivity to other sites




Audio Visual
Audio Visual
Systems

- Large screen AVL
- Monitors

- Cable TV

- Weather/Events

Smart Traffic Feed

Security Systems
and Monitors

Media Feeds
Satellite




Radio

Communications
Communications
Tower

Roof Top
Antenna’s Mounts

Building Entry
Ports

Fiber vs. Coax

Grounding
Requirements

Power
Requirements




Audlo Visual Design

Integration Issues

V|deo Walls

Multi Wall Display
Hardware/Software

Interactive Displays
Projector Systems

Phone System
Integration

Fiber vs. Coax
System Inputs
Viewing Angles




Audio Visual Content
Cable/Satellite TV

Weather Radar

Incident Management
Software

Record Management
Systems (RMS)

Geographic
Information Systems
(GIS)

Traffic Camera’s

Security Camera’s

Adhoc Connections
Video and Data




Alert Notification

Systems
Emergency
Notification Systems

Indoor Warning
System

Outdoor Siren
Systems

Tone Alert Radio

Systems

Message Board
Activation Systems

Integrated Public Alert
and Warning Systems
(IPAWS)

L ow Power AM/FM
Radio Stations




Dispatch Phone

Systems
9-1-1 Phone System

Centralized Automated
Message Accounting
(CAMA) Trunks Lines

Automatic Number
[dentification/Automatic
Location ldentification
(ANI/ALI) Lines

9-1-1 Dispatch
Consoles

NG9-1-1 Redundant
Broadband/Fiber
Requirements

Voice Recording
Systems




Radio

Communications
Digital Radio
Systems (DTR)

Conventional Radio
Systems

Amateur Radio

Systems

Microwave/Fiber
Connectivity

Communication
Tower

Antenna Location
Coverage Design







Operational

Considerations

Dispatch Console
and EOC Furniture
Layout

AV Layout to
Support Operational
Use of Data

Breakout Rooms for
EOC

Quite Rooms /
Destress Rooms for
Dispatch Center

Enhanced Network
Requirements for
NG9-1-1 and
FirstNet




DESIGN THE
SITE USING
CPIFD
STRATEGIES

Landscape
barriers,
topography,
sightlines all
contribute to a

subtle and
transparent site
security
approach
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BUILD FOR
CHANGE

Inspire
confidence
planning for
expansion from
the beginning







BUILD FO
CHANGE

Inspire
confidence by
planning for
expansion from
the beginning
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LOCATION MAP

Rochester, NY

Kittanning, PA‘

Pueblo, CO Harrisburg, PA

Manteo, NC

New Orleans, LA










LOCATION MAP




MAXIMUM WIND GUST MAP



SEISMIC MAP
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System Highlights
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System Highlights
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LOCATION MAP




MAXIMUM WIND GUST MAP



SEISMIC MAP
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COMMONWEALTH OF PENNSYVANIA — PEMA

Harrisburg, Pennsylvania
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MAXIMUM WIND GUST MAP



SEISMIC MAP
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System Highlights
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System Highlights




QUESTION AND
ANSWER

THANK YOU!
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Ky. weapons depot confirms mustard gas leak

By Jeffrey McMurray
The Associated Press

Jul. 29, 2008 - 04:32PM | Last Updated: Jul. 29, 2008 - 04:32PM | 0Comments

LEXINGTON, Ky. — The first mustard gas leak in three years was confirmed Tuesday at a chemical weapons stockpile in Kentucky, less
than a month after workers there found a leak inside a separate storage igloo housing a deadly nerve agent.

But officials said the latest leak poses no danger to the community nor the surrounding atmosphere.

Richard Sloan, public affairs officer for the chemical storage site at Blue Grass Army Depot in Richmond, said trace amounts of
mustard gas vapor were detected during a routine inspection of a storage area this week. Army workers won't know whether there is
also a liquid leak until a closer inspection inside the igloo.

Because the igloo is full of artillery weapons containing mustard agent, the biggest chore in cleanup efforts is to pinpoint which one is
leaking, he said.

"If they could walk in there and find a puddle, that would be wonderful, but that's probably not going to happen," Sloan said. "What
they're probably going to do is find several thousand projectiles and no way of telling which one of those had let a little vapor
through."

Another concern is the summer heat, which could raise the temperature inside the opened igloo and heighten the chances of
additional leaks. Once the leak or leaks are identified, the 155-millimeter projectiles that are affected will be stored in packed
containers to limit the risk of future leakage.

Mustard agent is among the least lethal of the Cold War-era weapons set to be destroyed at storage sites in Kentucky and elsewhere
by 2017 to comply with an international treaty. The agent causes a debilitating but usually nonfatal outbreak of severe blisters over the
body of anyone coming in contact with the chemical. It often requires immediate medical attention.

Earlier this month, the depot announced it had detected a second vapor leak in less than a year of sarin, a far deadlier weapon housed
in the storage igloos. While the sarin leaks were contained, including a more serious one last August, the Army is planning to use a
mobile destruction unit to dispose of the sarin canisters by year's end.

Craig Williams, executive director of the Kentucky-based watchdog Chemical Weapons Working Group, was highly critical of the Army
for its handling of the first sarin leak, particularly what he called a lack of immediate information released to the public. But he said
Tuesday that proper procedures have been followed after subsequent leaks, including the one this week.

"The diligence shown out there in finding these things really boosts my confidence more than it does worry me about the
consequences,"” Williams said.

He added, "In the bigger picture, the only way to eliminate risks associated with all this stuff is to eliminate the weapons themselves."
The timetable for destroying the chemical weapons has been a moving target. But Williams said the current 2017 deadline may be met
if the Pentagon provides sufficient funding for the effort. The Kentucky site is to use a chemical neutralization procedure to destroy its
523 tons of agent, including mustard gas and the nerve agents GB and VX




Deadly March Tornadoes Were First Billion-Dollar Disaster of 2012
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